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The methodology used in this engagement followed a robust penetration testing methodology based on the Cyber Kill Chain to enumerate and exploit each host. This report details each step …
The methodology is as follows:
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Reconnaissance
The start of every engagement begins with performing reconnaissance on each target. The goal is to…

Tools and techniques used in this stage include …

Weaponisation
This stage of the Kill Chain is performed once enough is known about the target from the reconnaissance stage to …
Tools and techniques used in this stage include 
Delivery
This stage of the attack involves delivering …
Tools and techniques used in this stage of the attack include…
Exploit
This stage of the attack is where a vulnerability in an application …
Tools and techniques used in this stage of the attack include …
Privilege Escalation
This stage of the attack involves escalation privilege to a …
Tools and techniques used in this stage of the attack include …
Action on Objectives
This stage of the attack typically occurs only after fully compromising a …
Tools and techniques used in this stage of the attack include c…
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In the Penetration Test section of the report, each host has been separated into its own section, with a summary, Kill Chain report detailing each step, and some recommendations. This way of organising the report will allow system administrators to ….
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	Kill Chain – Phase 1
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	Kill Chain – Phase 2
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	Sometimes, once you gain access to a host, you will want start from the reconnaissance stage again. In these cases, you can break up the report into Phase 1 and Phase 2.
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On each host that was compromised, …
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Once we had completely compromised a host, …
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#!/usr/bin/python
#
# 
[bookmark: _Toc526964310]Source - https://www.exploit-db.com/... 
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