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S IMPLE 

NAVIGATI ON  

W e  u s e  l i n k s  i n  t h e  

d o c u m e n t  s o  y o u  

c a n  q u i c k l y  

n a v i g a t e  t h r o u g h  
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THE SUMMARY 

FOR THE BUSY  

E XECUTIVE  

R e d  S i e g e  f o c u s e s  

r e c o m m e n d a t i o n s  

t o  h i g h l i g h t  t h e  

s t r a t e g i c  a c t i o n s  

t h a t  s h o u l d  b e  

t a k e n  b y  m a n a g e -

m e n t  t o  h a v e  t h e  

g r e a t e s t  i m p a c t  o n  

s e c u r i t y .  

W e  a l s o  p r o v i d e  a  

h i g h - l e v e l  

o v e r v i e w  o f  t h e  

i s s u e s  t o  q u i c k l y  

g i v e  t h e  l e a d e r s h i p  

t h e  i n f o r m a t i o n  

t h e y  n e e d .  



RS-NTC-001 Lack of Multi-Factor Authentication 

 Critical Risk Authentication 

RS-NTC-002 Password Reuse 

 Critical Risk Passwords 

RS-NTC-003 Default Credentials 

 High Risk Configuration Management 

RS-NTC-004 Website Missing HSTS Header 

 Medium Risk Configuration Management 

RS-NTC-005 Web Server Content-Security-Policy Header Not Present 

 Low Risk Configuration Management 

 

F INDINGS 

OVERV IEW AND 

QUICK 

NAVIGATI ON  

W e  g i v e  y o u  a  

s u m m a r y  o f  t h e  

f i n d i n g s  w i t h  l i n k s  

t o  t h e  i n - d e p t h  

d i s c u s s i o n .  T h i s  

a l l o w s  y o u  t o  

q u i c k l y  g e t  t o  t h e  

i n f o r m a t i o n  y o u  

n e e d !  

 



 CRITICAL RISK ISSUES 

  HIGH R ISK ISSUES 

  MEDIUM RISK ISSUES  

  LOW RISK ISSUES 

  INFORMATIONAL ISSUES  

 

ICONOG RAPHY 

F OR FASTER 

RE ADING  

E a s y  t o  r e a d  i c o n s  

m e a n  y o u  c a n  

q u i c k l y  g e t  t h e  

i n f o r m a t i o n  y o u  

n e e d .  I c o n s  a r e  

u s e f u l  w h e n  

p r i n t e d  i n  b l a c k  i n  

w h i t e  a n d  f o r  

t h o s e  w i t h  c o l o r  

v i s i o n  d e f i c i e n c y .  

 



RS-NTC-001 LACK OF MULTI-FACTOR AUTHENTICATION  

 

ACTIONABL E 

F INDINGS  

O u r  f i n d i n g s  

i n c l u d e  a  

" V a l i d a t i o n "  

s e c t i o n  w i l l  t e l l s  

y o u  h o w  y o u  c a n  

v e r i f y  a n  i s s u e  i s  

f i x e d .  T h i s  l e t ' s  

y o u r  p e o p l e  

v a l i d a t e  f i x e s  b y  

t h e m s e l v e s .  

A l w a y s  m a k e  s u r e  

y o u r  v e n d o r  o f f e r s  

t h i s !  

 

ALWAYS  CUSTOM 

RE SULTS .  

ALWAYS! 

Y O U ' L L  N E V E R  S E E  

C O P Y / P A S T E  F R O M  A  

S C A N N E R…EVER !  

 

 

https://vpn.ntc.nope/vpn
https://www.cisecurity.org/newsletter/two-factor-authentication/


RS-NTC-002 PASSWORD REUSE  
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127

16

3

Total Users

Password#

Leetspeak
Password

User Count

https://www.cisecurity.org/understanding-cis-control-5/
https://en.wikipedia.org/wiki/Leet
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ldapsearch -h 10.29.1.14 -W -o ldif-wrap=no -LLL -b dc=nakatomi,dc=nope -D 

uid=nakatomi-svc-acct,cn=tech,ou=tech,ou=VPN-access,dc=nakatomi,dc=org uid=* uid 

userPassword > user-password.txt 

import base64 

 

f = open('user-password.txt','r') 

s = f.readlines() 

f.close() 

 

for l in s: 

  if l[:4] == 'uid:': 

https://www.kaspersky.com/blog/remember-strong-passwords/6386/
https://theintercept.com/2015/03/26/passphrases-can-memorize-attackers-cant-guess/
https://www.lastpass.com/business-password-manager
https://www.cyberark.com/
https://1password.com/
https://keepass.info/
https://portswigger.net/burp
http://www.openwall.com/john/
https://hashcat.net/hashcat/


    out = l[5:-1] 

    good = False 

  elif l[:13] == 'userPassword:': 

    out += ':' + str(base64.b64decode(l[15:]).decode('utf-8')) 

    print(out) 

RS-NTC-003 DEFAULT CREDENTIALS  

apc apc



RS-NTC-004 WEBSITE M ISSING HSTS  HEADER 

 

Strict-Transport-Security

Strict-Transport-Security

Strict-Transport-Security: max-age=63072000; includeSubdomains; 

https://www.us-cert.gov/ncas/alerts/TA13-175A
https://www.us-cert.gov/ncas/alerts/TA13-175A
https://www.sans.edu/cyber-research/security-laboratory/article/default-psswd
https://www.sans.edu/cyber-research/security-laboratory/article/default-psswd
https://www.ntc.nope/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security


$ curl -skI https://www.ntc.nope 

HTTP/1.1 200 OK 

Date: Fri, 08 Jun 2018 15:39:45 GMT 

Server: Apache 

Strict-Transport-Security: max-age=63072000; includeSubdomains; 

Last-Modified: Wed, 28 Mar 2018 22:17:10 GMT 

Accept-Ranges: bytes 

Content-Length: 14968 

Vary: Accept-Encoding 

Content-Type: text/html 

RS-NTC-005 WEB SERVER CONTENT-SECURITY-POLICY HEADER NOT 

PRESENT  

 

Content-Security-Policy

Content-Security-Policy

Content-Security-Policy



Content-Security-Policy: frame-ancestors 'self'; 

$ curl -skI https://www.ntc.nope 

HTTP/1.1 200 OK 

Date: Fri, 08 Jun 2018 15:39:45 GMT 

Server: Apache 

Content-Security-Policy: frame-ancestors 'self'; 

Last-Modified: Wed, 28 Mar 2018 22:17:10 GMT 

Accept-Ranges: bytes 

Content-Length: 14968 

Vary: Accept-Encoding 

Content-Type: text/html 

 

https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet


 



 



 
 
 
 
 
 
 

 




